
 
 
 
 

 
 

 

Features and Benefits 

NET ILLA  SECURE  GATEWAY  APPL IANCE  (SGA)  FEATURES  
 Appliance-based solution installs in minutes  
 Supports Citrix ICA® Java™  8.x clients 
 Requires only a Web browser on local PC 
 Browser-based access eliminates client-side configuration and 

support  
 Concurrent access for 25 to 50 users  
 Integrated firewall and intrusion protection tools 
 Works on public and private IP networks 
 Investment Protection: Simple migration path to Netilla SSL VPN 

systems products  

NETILLA  SGA MANAGEMENT  FEATURES   
 Leverage existing authentication and policies from external 

databases  
 Granular access control and policy enforcement 
 Powerful virtualization capabilities and user segmentation with 

the Netilla V-Realm™ authentication framework 
 Web-based administration GUI with delegated administration 

rights 
 Strong authentication for administrator login 
 Management reporting via web-based GUI or Syslog tools 
 No PC client Admin rights required  

NETILLA  SGA SECURITY  FEATURES  
 SSL VPN technology secures access at the application layer  
 Stateful Packet Inspection Firewall (SPI) protects SGA and network 

resources  
 Netilla Secure Desktop, Host Integrity Verification and Adaptive 

Policies (by V-Realm) 
 Broad authentication leverages all leading protocols (Windows® 

SMB/Active Directory, LDAP, RADIUS®, RSA SecurID®, Kerberos, 
VASCO®, Aladdin®, ActivCard®) 

 PKI with client-side certificates and revocation lists 
 Session Timeout control (by V-Realm) 

Securing & Enhancing Citrix MetaFrame 
Powered by Netilla’s SSL VPN technology, the SGA blends application 
access, strong network protection, and ease of use into a single, 
hardened appliance. The result is a secure, fast to deploy and low 
maintenance solution that greatly enhances your Citrix MetaFrame 
investment.   

THE  NET ILLA  SGA ENHANCES  THE  METAFRAME  
PRESENTAT ION  SERVER  ACCESS  STORY:  

 A secure desktop option for 
untrusted PC’s  Integrated firewall security 

 Role-based access and policy 
enforcement  Host Integrity tools 

 PKI and client-side certificates  Cache Cleaner functionality 

WEB-BASED  ACCESS  TO  C ITR IX  ICA JAVA CL IENT  
 Reverse web proxy with sophisticated Java applet re-writing capabilities 
 Ideal for remote employees, kiosks or Internet cafes.  

 
 
F e a t u r e  B e n e f i t  
Fast, streamlined deployment to 
remote users 

Extend your Citrix application infrastructure to day extenders, telecommuters, business partners, 
suppliers, sales personnel, extranet users, and customers instantly and without IT/Help Desk support 

Leverage your existing Citrix 
infrastructure Adds value to your Citrix investment by adding simple, secure remote application access  

Familiar browser-based access Eliminates end user retraining  

Built on ICSA Labs Certified 
Security Netilla’s SSL VPN technology has been certified by ICSA Lab's rigorous security standards 

Strong network protection and 
client integrity tools 

Secures access from kiosks and other untrusted PCs, while MetaFrame resources remain shielded in the 
private network  

Simpler, safer Microsoft  IIS 
Server Use 

Web servers (Web Interface / NFuse) can remain deep in the data center and assigned private IP 
addresses, minimizing security risks and patch management concerns 

Quick installation Pre-configured appliance sets up in minutes with no changes to your existing network 

Simplified Management Easy to maintain appliance reduces IT administration and maintenance  

One appliance does it all Access, security, authentication and policy within a single appliance - Greatly lowered IT hassles and 
costs of ownership, maintenance, and support 

Netilla Secure Gateway Appliance C 
A Simple, Secure Gateway for Citrix® MetaFrame® Presentation Server 
With the Netilla Secure Gateway Appliance (SGA-C), Citrix MetaFrame remote access takes a 
secure step forward with a far simpler, safer, and less costly approach than traditional 
access alternatives. By combining everything you need for secure application access into a 
single network appliance, the Netilla SGA dramatically reduces the cost and complexity once 
required for a secure Citrix remote access implementation. 



 

 
 

 
  

S e c u r i t y  H a r d w a r e  S p e c s A c c e s s  

General 
 Granular control through dynamic policy-

based authentication and authorization V-
Realm Framework 

 Up to 1000 virtual V-Realms per platform 
 Application Layer Proxy protection – 

security at the network edge 
 128-bit SSL 3.0 encryption 
 PKI - Server and client-side certificates 

with revocation  
 Netilla Stateful Packet Inspection Firewall 

protects SGA and network resources  
 Single firewall traversal (Port 443) to all 

resources 

Authentication 
 Windows SMB/Active Directory 
 LDAP  
 RADIUS  
 RSA SecurID®  Ready 
 Kerberos 
 VASCO Ready Partner 
 Aladdin eToken Enabled Partner 
 ActivCard 
 Single login enforcement 
 Password forwarding capability 

Authorization 
 Local group policy 
 Windows Global Groups 
 Active Directory 
 LDAP  

Hardware Specifications 
 Dimensions:  9.5 in  x 5.7 in  x 1.3 in 

(24.2 cm x 14.41 cm x 3.4 cm) 

Regulatory Approvals 
 CISPR 22B 
 UL 
 CE 
 FCC Part 15 B 

External Power Supply 
 Input = 100 - 240V ~ 1A 50/60 Hz       

Output = +5/5A, +12/1.5A 
 27 Watts Max 

Network Requirements 
 Dedicated Internet access with static 

IP address 
 Available 10/100 BASE-T Ethernet 

connection 

Port Specifications 
 Two (2) 10/100 Ethernet ports  

Application Support 
 Citrix MetaFrame – ICA Java 8.x  

Client Integrity (By V-Realm) 
 Netilla Secure Desktop provides protected 

working environment  
 Host Integrity Verification  
 Adaptive Polices  
 Cache Cleansing removes all session trace 
 Idle session timeouts 

Application Server Requirements 
 Citrix MetaFrame XP Presentation Server 

(Feature Release 3) with Web Interface  
 Microsoft Windows Server® 2000/2003 with 

Windows Terminal Services  

End User Requirements 
 Intel or equivalent PC – 

Win 98SE, ME, 2000, XP 
 Internet Explorer 5.x or greater 
 Expandable to 250 concurrent users 

Management and Reporting 
 Web-based remote management 
 SNMP  
 Syslog 

L E A R N  M O R E   
The Netilla SGA is available right now from your preferred Value Added Reseller. For more information about how the SGA can meet 
your secure remote access needs, or to locate a reseller in your area, contact Netilla. 
 
Call: 877-Netilla (877-638-4552) 
Write: info@netilla.com 
Visit: www.netilla.com 
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The Netilla SGA includes everything you need 
for secure application access. The pre-configured appliance

 installs in minutes, with no changes to your existing network. 


